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(57) ABSTRACT

A remotely actuated door lock is provided. The remotely
actuated lock includes a transceiver for establishing tele-
phone communication with a remote telephone and for
receiving a transmitted identification code therefrom. The
door lock includes a microprocessor, a programmable logic
controller or the like for comparing the transmitted identifi-
cation code with a stored identification code stored in
memory associated with the processor or controller. The door
lock further includes a lock bolt actuator in communication
with a lock bolt for changing a state of the door lock. The lock
bolt actuator is selectively actuated if the transmitted identi-
fication code matches the stored identification code. How-
ever, if the transmitted identification code does not match the
stored identification code, then the transceiver transmits a
first alert message to a user, alerting the user to possible
unauthorized access.

13 Claims, 3 Drawing Sheets




U.S. Patent

Jun. 9, 2015

Sheet 1 of 3

US 9,053,587 B2




U.S. Patent

28
/J

POWER

SUPPLY

Jun. 9, 2015 Sheet 2 of 3 US 9,053,587 B2
10
14
./
ANTENNA 24
18 -
L
TRANSCEIVER | LOCK
20 SENSOR
/ﬁw/
PROCESSOR j 26
. J
22 L
o || BOLT
MEMORY ACTUATOR

Faig. 2



U.S. Patent Jun. 9, 2015 Sheet 3 of 3 US 9,053,587 B2

100
,
{
DIAL
TELEPHONE NUMBER
OF DOOR
Y 102
,«\/
ENTER PIN
108
J
[
PIN NO SEND
CORRECT? ™| SMS ALERT
106
./

UNLOCK DOOR

Fag. 3



US 9,053,587 B2

1
REMOTELY ACTUATED DOOR LOCK

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to locks, and particularly to a
remotely actuated door lock.

2. Description of the Related Art

Access to secured locations is typically controlled by the
use of locks that prevent the opening of access ports, doors or
gates. Such locks are typically keyed or combination-con-
trolled locks, where the lock will only open when the proper
key or combination is used. Coded locks, where a key code is
input to a control module and the control module signals or
triggers the opening or dosing of the lock, are also known. For
keyed, combination or coded locks, though, actual physical
access to the lock is required for the opening or closing
thereof. In other words, the user must be physically present to
use the key or enter the combination or code.

There are numerous situations in which a user desires to
either lock or unlock a door remotely. For example, if the user
is traveling and wishes to allow access those who are still
local to the secure region of interest, it would be both conve-
nient and secure for the user to be able to remotely unlock the
lock without leaving a copy of the key, or without providing
the combination or code to others. Although remote systems
for unlocking and locking of doors are known in the field of
vehicle doors and locks, such systems are still intended for
relatively local use, with a limited range on the order of
meters.

Further, such lock actuation systems are limited in their
functionality, only allowing the user to lock and unlock the
door, but without providing additional security features. If a
user is traveling or is otherwise far from the secure area, it
would be desirable to provide the user not only with remote
locking and unlocking capabilities, but also with an inte-
grated alert system, allowing the same system to be used for
sending notifications to the user when unauthorized access is
detected.

Thus, a remotely actuated door lock solving the aforemen-
tioned problems is desired.

SUMMARY OF THE INVENTION

The remotely actuated door lock includes a transceiver for
establishing telephone communication with a remote tele-
phone and for receiving a transmitted identification code
therefrom. The transmitted identification code may be a per-
sonal identification number (PIN) or the like. The door lock
includes a microprocessor, a programmable logic controller
or the like for comparing the transmitted identification code
with an authorization code stored in non-transitory memory
associated with the processor or controller.

The door lock further includes a lock bolt actuator, such as
a linear actuator or the like, in communication with a lock bolt
for changing a state of the door lock. The lock bolt actuator is
selectively actuated if the transmitted identification code
matches the authorization code. However, if the transmitted
identification code does not match the authorization code,
then the transceiver transmits a first alert message to a user,
alerting the user to possible unauthorized access. In addition
to the first alert message, the door lock includes a sensor or the
like for continuously monitoring the door lock, and if physi-
cal or other electronic or wireless unauthorized access to the
door lock is detected, then the transceiver transmits a second
alert message to the user.
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These and other features of the present invention will
become readily apparent upon further review of the following
specification and drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram showing remote use of a
remotely actuated door lock according to the present inven-
tion.

FIG. 2 is a block diagram illustrating system components
of the remotely actuated door lock according to the present
invention.

FIG. 3 is a flowchart illustrating a method of remotely
actuating a door lock according to the present invention.

Similar reference characters denote corresponding fea-
tures consistently throughout the attached drawings.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

As shown in FIGS. 1 and 2, the remotely actuated door lock
10 includes a transceiver 18 for establishing telephone com-
munication with a remote telephone and for receiving a trans-
mitted identification code therefrom. In FIG. 1, an exemplary
mobile phone MP is shown transmitting a first signal S1 to an
exemplary cellular tower T, which then transmits (or re-trans-
mits) signal S2 to the antenna 14 of the transceiver 18. It
should be understood that this transmission in FIG. 1 is shown
for exemplary purposes only, and that any suitable type of
wireless or wired communication may be established, along
with any associated telephone switching exchanges or the
like.

Upon establishing communication between the mobile
phone MP (or any other suitable type of telephone or device,
portable or otherwise), the user transmits the transmitted
identification code, preferably by direct entry into the tele-
phone or device. However, it should be understood that the
identification code may alternatively be automatically trans-
mitted directly, the identification code being stored in
memory of the phone or device. The transmitted identifica-
tion code may be a personal identification number (PIN) or
the like.

As shown in FIG. 2, the door lock 10 includes a processor
20, which be a microprocessor, a microcontroller, a program-
mable logic controller or the like, for comparing the transmit-
ted identification code with an authorization code stored in
non-transitory memory 22 connected to the processor 20. The
authorization code may be pre-programmed into memory at
the time of manufacture, or the memory 22 may be program-
mable so that the owner of the door lock 10 may specity the
authorization code. Non-transitory memory 22 may be any
suitable type of computer readable and programmable
memory. Calculations are performed by the processor 20,
which may be any suitable type of computer processor.

The processor 20 may be associated with, or incorporated
into, any suitable type of computing device, for example, a
personal computer or a programmable logic controller. The
processor 20, the memory 22, the transceiver 18 and any
associated computer readable recording media are in commu-
nication with one another by any suitable type of data bus, as
is well known in the art.

Examples of computer-readable recording media include a
magnetic recording apparatus, an optical disk, a magneto-
optical disk, and/or a semiconductor memory (for example,
RAM, ROM, etc.). Examples of magnetic recording appara-
tus that may be used in addition to memory 22, or in place of
memory 22, include a hard disk device (HDD), a flexible disk
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(FD), and a magnetic tape (MT). Examples of the optical disk
include a DVD (Digital Versatile Disc), a DVD-RAM, a CD-
ROM (Compact Disc-Read Only Memory), and a CD-R (Re-
cordable)/RW.

In FIG. 1, the door lock 10 is shown mounted within a wall
W adjacent a conventional door D. A lock bolt 16 of the door
lock 10 engages the door D or doorframe in a conventional
manner. It should be understood that this arrangement is
shown for exemplary purposes only, and that the door lock 10
may be mounted in any suitable manner, and may be used in
combination with any suitable type of door, including con-
ventional house doors, such as that shown in FIG. 1, vehicle
doors or the like. Additionally, any suitable type of power
supply 28 may be used to power the door lock 10, such as a
conventional wired household or building power supply, a
battery supply or the like.

The door lock 10 further includes a lock bolt actuator 26,
such as a linear actuator or the like, in communication with
the lock bolt 16 for changing the state of the door lock 10 from
open to closed and vice versa. The lock bolt actuator 26 is
selectively actuated by control signals generated by the pro-
cessor 20 if the transmitted identification code matches the
stored authorization code. If the door lock 10 is initially in a
locked state, then the lock bolt actuator 26 disengages the
lock bolt 16 if the transmitted identification code matches the
stored authorization code. Similarly, if the door lock 10 is
initially in an unlocked state, then the lock bolt actuator 26
engages the lock bolt 16 if the transmitted identification code
matches the stored authorization code. It should be under-
stood that the transceiver 18 and the lock bolt actuator 26 may
be any suitable type of transceiver and electronic lock actua-
tor.

Examples of electronic locks are shown in U.S. Pat. Nos.
6,853,853 and 8,126,450, and in published U.S. Patent Appli-
cation Nos. 2009/0217718 and 2005/0099262, each of which
is hereby incorporated by reference in its entirety.

However, if the transmitted identification code does not
match the stored authorization code, then the transceiver 18
transmits a first alert message to a user-specified address,
alerting the user to possible unauthorized access. In addition
to the first alert message, the door lock 10 includes a sensor 24
or the like for continuously monitoring the door lock 10, and
if physical or other electronic or wireless unauthorized access
to the door lock 10 is detected, then the transceiver 18 trans-
mits a second alert message to a user-specified address. The
first and second alert messages may be SMS (Short Message
Service) text messages or the like. The sensor 24 may be any
suitable type oflock sensor, such as those conventionally used
with electronic vehicle locks, household security systems or
the like. Examples of such sensor systems are shown in U.S.
Pat. Nos. 4,303,909 and 6,212,923, each of which is hereby
incorporated by reference in its entirety. The second alert
message may be transmitted in other pre-programmed con-
ditions, such as if the door lock 10 is detected to be broken.

As noted above, the user may initially connect to the door
lock 10 by any suitable type of wired or wireless communi-
cation. In a preferred embodiment, the user dials a particular
telephone number associated with the door lock 10 (step 100
in FIG. 3). Communication is then established by wireless or
wired telephone communication. At step 102, the user enters
his or her identification code, which may be a PIN or the like.
The transmitted PIN is then compared, at step 104, by pro-
cessor 20, against a stored authorization code, which is
recorded in memory 22.

Atstep 106, if the door lock 10 is initially in a locked state,
then the lock bolt actuator 26 disengages the lock bolt 16 if the
transmitted identification code matches the stored authoriza-
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tion code. Similarly, if the door lock 10 is initially in an
unlocked state, then the lock bolt actuator 26 engages the lock
bolt 16 if the transmitted identification code matches the
stored authorization code. If, however, the transmitted iden-
tification code does not match the stored authorization code,
then the transceiver 18 transmits a first alert message to a
user-specified address, alerting the user to possible unautho-
rized access (at step 108).

It is to be understood that the present invention is not
limited to the embodiments described above, but encom-
passes any and all embodiments within the scope of the fol-
lowing claims.

I claim:

1. A method of remotely actuating a door lock, consisting
the steps of:

establishing telephone communication with a door lock

actuating mechanism by dialing a telephone number
associated with the door lock;

transmitting an identification code to the door lock actuat-

ing mechanism;

comparing the transmitted identification code with an

authorization code stored in the door lock actuating
mechanism;
activating the door lock actuating mechanism to change a
state of the door lock when the transmitted identification
code matches the stored authorization code;

transmitting a first alert message without changing the state
of the door lock when the

transmitted identification code does not match the stored

authorization code; monitoring the door lock continu-
ously; detecting unauthorized access to the door lock,
and

transmitting a secondary alert message to a user specified

address when unauthorized access is detected;

wherein the step of transmitting the first alert message and

the step of

transmitting the second alert message each consists of

transmitting a text message

to a user-specified address.

2. The method of remotely actuating a door lock as recited
in claim 1, wherein the step of transmitting the identification
code to the door lock comprises transmitting a personal iden-
tification number to the door lock actuating mechanism.

3. The method of remotely actuating a door lock as recited
in claim 1, wherein the step of activating the door lock actu-
ating mechanism comprises the steps of:

locking the door lock when an initial state of the door lock

is an unlocked state; and

unlocking the door lock when the initial state of the door

lock is a locked state.

4. A remotely actuated door lock, comprising:

a door lock;

a door lock actuating mechanism connected to the door

lock;

a transceiver; and

a controller connected to the door lock actuating mecha-

nism and the transceiver, the controller having:
memory;

means for comparing an identification code received by the

transceiver with an authorization code stored in the
memory;

means for generating a first alert when the received iden-

tification code is not the same as the authorization code;

a sensor configured to continuously monitor the door lock

and to generate a signal to said controller when the
sensor detects tampering with the door lock;
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means for generating a second alert when a signal is
received from the sensor signifying tampering with the
door lock;

wherein the first alert message and the second alert mes-

sage each consists of a text message transmitted to a
user-specified address; and

means for activating the door lock actuating mechanism to

toggle the door lock between a locked state and an
unlocked state when the received identification code is
the same as the authorization code stored in the memory.

5. The remotely actuated door lock as recited in claim 4,
wherein the authorization code comprises a personal identi-
fication number.

6. The remotely actuated door lock as recited in claim 4,
wherein the first alert

comprises a text message, said controller further compris-

ing means for activating

the transceiver to transmit the text message to a user-speci-

fied address

programmed into said memory.

7. The remotely actuated door lock as recited in claim 4,
wherein the second alert comprises a text message, said con-
troller further comprising means for activating the transceiver
to transmit the text message to a user-specified address pro-
grammed into said memory.

8. A remotely actuated door lock, comprising:

a door lock;

a door lock actuating mechanism connected to the door

lock;

a transceiver; and

a controller connected to the door lock actuating mecha-

nism and the transceiver, the controller consisting of:
memory;

means for comparing an identification code received by the

transceiver with an authorization code stored in the
memory;
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means for activating the door lock actuating mechanism to
toggle the door lock between a locked state and an
unlocked state when the received identification code is
the same as the authorization code stored in the memory;
and

a sensor configured to continuously monitor the door lock

and to generate a signal to said controller when the
sensor detects tampering with the door lock

wherein signal is selected from the group consisting of a

first alert message and a second alert message, wherein
each text message is transmitted to a user-specified
address.

9. The remotely actuated door lock as recited in claim 8,
wherein the authorization code comprises a personal identi-
fication number.

10. The remotely actuated door lock as recited in claim 8,
wherein said controller generating a first alert when the
received identification code is not the same as the authoriza-
tion code.

11. The remotely actuated door lock as recited in claim 10,
wherein the first alert comprises a text message, said control-
ler being coupled for activating the transceiver to transmit the
text message to a user-specified address programmed into
said memory.

12. The remotely actuated door lock as recited in claim 8,
wherein said controller generating a second alert when a
signal is received from said sensor signifying tampering with
the door lock.

13. The remotely actuated door lock as recited in claim 12,
wherein the second alert comprises a text message, said con-
troller being coupled for activating the transceiver to transmit
the text message to a user-specified address programmed into
said memory.



